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Play Ransomware and DEV-1101

C-Suite level threat review by applicable business area addressing active threats.

Microsoft products are ubiquitous in digital environments, which makes them targets for threat actors. Both
adversaries in this report capitalized on this to conduct their nefarious activities. Play ransomware exploited Microsoft
Exchange flaws to gain initial access into organization’s environments. DEV-1101 built phishing kits that mimic the sign-

in pages of Microsoft Office and Outlook.

Play Ransomware:

Play ransomware, first observed in June of 2022, does not appear to target specific industries or geographical locations.
Its most recent attacks included victims in government, retail, hospitality, and cloud technology. Victims are in the
United States, Europe, Latin America, and Asia. Notably, Play is exploiting Microsoft Exchange flaws in a novel way to

compromise organizations.
DEV-1101:

DEV-1101 is a threat actor Microsoft tracks who has been selling adversary-in-the-middle (AiTM) phishing kits since
May 2022. The kits automate the process of launching a phishing campaign. Capabilities include detection evasion and
mimicking the landing pages of popular services like Microsoft Office and Outlook. These AiTM kits are linked to several

widespread phishing campaigns.

Attack:

By leveraging two Microsoft Exchange flaws, CVE-2022-41080 with one of
the ProxyNotShell vulnerabilities, CVE-2022-41082, Play achieves remote
code execution through Outlook Web Access. Post-initial access, Play
utilizes a variety of tools including PsExec for execution, SystemBC Remote
Access Trojan for persistence, Mimikatz for privilege escalation and Cobalt
Strike for post-exploitation. The threat actor will also make use of standard
system tools and packages, which is known as living-off-the-land. Examples
include PsExec, WinSCP for data exfiltration (MITRE T1048.003) and the
Windows Task manager for credential dumping (MITRE T1048.003). Play

employs the double extortion technique.

Remediation:

(] Organizations should apply the patch named KB5019758 for Exchange
systems to prevent exploitation. More information can be found here.
If an organization is unable to apply this patch, it is recommended to
disable Outlook Web Access.

[ Consider blocking or restricting the use of PsExec within your
environment.

° Consider disabling or restricting command-line and scripting tools to
make it more difficult for adversaries to escalate privileges and move
laterally.

1319 BEACON ST BROOKLINE, MA

Attack:

The way DEV-1101's AiTM phishing kits are used will depend on the threat
actor. One notable capability is CAPTCHA checks to evade detection by a
security tool. AiTM phishing enables adversaries to bypass many forms of
multi-factor authentication (MFA). To do this, the adversary employs a
proxy server between the user and the sign-in service. If a user falls for the
phish, they are directed to a phishing site that is almost identical to the
anticipated sign-in site except for the URL. As the user completes sign-in,
the adversary captures the information via a session cookie and steals the
user’s credentials.

Remediation:

° Implement conditional access policies that examine properties of the
sign-in request beyond the accuracy of MFA and the password such as
the user’s location, device status and sign-in time.

° Consider phishing resistant MFA methods. A widely available option is
FIDO/WebAuthn Authentication. An additional option is Public Key
Infrastructure (PKI)-based. More information on phishing resistant
MFA methods can be found here.

o For high-risk action, consider adding additional authentication
methods via a privilege access management (PAM) tool.
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https://nvd.nist.gov/vuln/detail/CVE-2022-41080
https://nvd.nist.gov/vuln/detail/cve-2022-41082
https://attack.mitre.org/techniques/T1048/003/
https://attack.mitre.org/techniques/T1048/003/
https://support.microsoft.com/en-us/topic/description-of-the-security-update-for-microsoft-exchange-server-2019-2016-and-2013-november-8-2022-kb5019758-2b3b039b-68b9-4f35-9064-6b286f495b1d
https://www.cisa.gov/sites/default/files/publications/fact-sheet-implementing-phishing-resistant-mfa-508c.pdf
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BE CONFIDENT.

Play Ransomware Details: How K logix Can Help

e  An overview of the new exploit method of .
Microsoft Exchange flaws: https://
www.crowdstrike.com/blog/owassrf-exploit
-analysis-and-recommendations/

e  An overview of Play ransomware’s tactics
and techniques: https://
explore.avertium.com/resource/an-in-depth
-look-at-play-ransomware

DEV-1101 Details: *

e  An explanation of DEV-1101’s AiTM
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Source: https://www.microsoft.com/en-us/security/blog/2023/03/13/dev-
1101-enables-high-volume-aitm-campaigns-with-open-source-phishing-kit/
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