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A mature threat intelligence program enables organizations to proactively protect their data and customers, make smarter
decisions, and strengthen their overall defenses. However, the process of building or strengthening a threat intelligence program
may be time consuming and complicated. There is a lot of noise to parse through to find the signal, it is often expensive, and
having the right people, who can spend the right amount of time, may be an even bigger challenge.

K logix's Managed Threat Intel Service is a low cost “Threat Intel Program in a Box” to help you strengthen or build a mature
threat intel program. Our experts monitor critical sources of intel, provide analysis directly related to your industry, and can act and
engage in strategic ways to reduce your exposure to threats before a breach.

« Intelligence Curation: Initial Access - K logix monitors
initial access broker discussions and negotiations for any
mention of client organizations. We notify key contacts at Monitor and

alert on

your organization and provide any situational awareness -\ initial access

available.
. Intelligence Curation: Impact - This includes domain "Buy” access an M o
monitoring of dark web posts, public notices and basis e e

new stories for signs of breaches, and provide client
notification when needed. K logix maintains access to one
of the largets database of breached credentials and can

review and analyze for critical user data.

« Dedicated Threat Intel Analyst - Our Analysts act as
your own threat intelligence team and will enrich your
organization by providing: Threat Exposure Workshops,
User Awareness Trainings, and Alerts or Quarterly Threat <./ customized \ -7
Review Reports. 2;::::;

«  Custom Reporting - Receive customized reporting
specific to your organization and its goals related to threat
intelligence. Reports are tailored for executive audiences,
providing key content to reduce your risk.
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Strategy services
with dedicated
threat intel
analyst

Threat Intel is difficult, expensive and prone to signal overload. We provide curation of unique data feeds that deliver more signal
and less noise, and we include the people you need to start or augment your own threat intel program.
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WHAT YOU RECIEVE:
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Managed Threat Intel Service m Additional Cost

1. Monitoring initial access brokers’ chatter

2. Monitoring suppliers for breached credentials and leaks

3. Curation of “open-source” intelligence feeds on behalf of
clients

4. Monthly reports on threat landscape

5. Review of alerts and reports with K logix intelligence
analyst

6. Threat Exposure Workshop

7. User Awareness Seminar

8. “Buying” access from initial access brokers on customer’s
behalf

*Covered up to established limit

Initial Access

How they get in:

The different ways adversaries gain o
entry into your system, network, or \
device K
T
Impact
What they did: °

Techniques adversaries use to
disrupt availability or compromise
integrity by manipulating business
and operational processes
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Better threat intel

Heightened proactivity

More informed decision-making
Stronger defenses and
preparedness

© 2024 K LOGIX, LLC | 1319 BEACON STREET SUITE 1 | BROOKLINE, MA 02446 | WWW.KLOGIXSECURITY.COM | 888-731-2314



